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1 OcHoBHBIE TepMunbI 1 onpeeeHust

B HacTosimem noxymenre HCTIONB3YIOTCA CIICAYIOIINE TEPMUHE] H HX OIIpEMeIICHHS,

ABTOMATH3MPOBAHHAN CHCTeMa — CHCTEMa, COCTOSILIAs M3 IIEPCOHANA H KOMILIEKCA CpencTs
aBTOMATH3AIMH  €r0  JesITEeNbHOCTH, peamsyiomas HHQOPMAUKOHHYIO TEXHOIOTHIO BEINTOJTHEHHS
YCTAHOBIIEHHBIX (hyHKIMiA,

AyTeHTHGUKALMS  oTHpaBHTENs AAHHBIX —  TIOATBEPXKACHHE TOrO, YTO OTIIPABUTEIIL
TIOJTyICHHBIX JaHHBIX COOTBETCTBYET 3a5BJIEHHOMY.

besonachocrs nmepeonanbupix AAHHBIX — COCTOSHHE 3AIMUIICHHOCTH NEPCOHATIEHBIX JaHHEIX,
XapaKTEPU3YEMOE  CIIOCOOHOCTHIO TIONIb30BATE/IEH, TEXHHYECKHX CPEACTB W HH()OPMaMOHHEIX
TEXHOJOrui obecnequTs KOH(UIEHIIHANBHOCTD, METOCTHOCTD M AOCTYIIHOCTE NEPCOHANBHBIX JAHHBIX
TIpH HX 00paboTKe B HHYOPMALMOHHBIX CHCTeMax TI€PCOHAIBHBIX TaHHBIX,

buomerpuueckue MEPCOHATBHbIE  NAHHBIC —  CBeJeHMA, KOTOpbIE  XapaKTepH3yroT
(usuonoruueckue ocobernocTu HCIOBEKa W HAa OCHOBE KOTOPBIX MOXKHO YCTaHOBUTE €0 JIHYHOCTE,
BKIo4as Qororpaduu, ormeuvariu MAIBLEB, 00pa3s CeTYATKH I1a3a, 0COGEHHOCTH CTPOEHHS Tena u
APYTYIO IOR00HYI0 HHpOpMALHIO,

BuioxupoBanue nepconanmmpix AAHHBIX — BPEMEHHOE MpeKpalIleHne cOopa, cucremarm3amnumy,
HAKOILICHHS, HCTIONB30BAHMS, PACIIPOCTPAHEHHS, [IEPCOHATILHBIX NAHHBIX, B TOM YHCIIE HX nepenavy.

Bupyce (xoMOBIOTEpPHBIi, NPOrpaMMHEI) —  HCIIONHIEMBbII [IPOTPaMMHBINH KOOI MM
HHTEPUPETHPYEMBIH ~ HAaGOp  MHCTpyKuwmi, obnanarommit  cBocTBAME HECAHKIIMOHUPOBAHHOTO
PACIpOCTpaHEeHHs i camMoBOCIIpousBeneHus. Co3nanHbe MyOIHKATBI KOMITBEOTEPHOTO BUpYCa He Bcerja
COBIIANAIOT C OPHIHHANOM, HO COXPaHAIOT CIOCOOHOCTE K JanbHEHIIeMy pacIpOCTPAHEHHIO W
CaMOBOCIPOH3BENEHHUIO.,

Bpenonocnas fporpamMma —  nporpaMma,  npegHasHAYCHHAS AN OCYIUECTBIIEHHS
HECAaHKIMOHHPOBAHHOTO JIOCTYIIA U (wmm) BosneifcTBus Ha [ICPCOHANbHBIE NAHHBIC HIH peCypel
HH()OPMAIHOHHOI CHCTEMBI [I€PCOHANIBHBIX TaHHBIX.

Benomorarensubie texnnueckue CPEeaCTBA H CHCTEMbI — TEXHHYECKHE CPENCTBA M CUCTEMEI, He
NPEAHA3HAYCHHEIE /UL Mepenadu, o6paGoTku u XPAHCHHUSI MEPCOHANBHEIX JaHHBIX, YCTAHABIHBACMELC
COBMECTHO C TEXHHYECKHMH CPEICTBAMH U CHCTEMaMH, TIpeJHA3HAYEHHBIMH JUIs 06paboTkn
[ICPCOHANBHBIX MAHHBIX HIH B TIOMCIICHUAX, B KOTOPBIX YCTAHOBJIGHEI HH(POPMALIHOHHEIE CHCTEMBbI
IIEPCOHANIBHBIX JaHHBIX.,

Hoctyn B ONEPANHOHHYIO Cpely KOMIBLIOTepa (nHdpopmanmonHoii cHeTembI MEePCOHANBHBIX
AAHHBIX) — IONYYEHHE BO3MOIKHOCTH 3allyCKa Ha BBINOJHEHHE IUTATHBIX KOMAHJ, byHKIWMiL, npouenyp
OICPAllHOHHON CHCTEMBI (YHHYTOMKEHHS, KOIIMPOBAHNS, NEPEMENICHHS U T.IL), HCIOJHIEMEIX (aitnos
IPUKNATHBIX TIPOTPAMM.

HMoeryn k undopmanuu — BOSMOXKHOCTb noIyueHus HHGopManuy u ee HCIIOJIB30BAHMUS,

3aknanounoe ycrpoiicrpo — DJIEMEHT CpEeacTBa CcheMa MH(pOPMANH, CKPEHITHO BHEJIPAEMBIi
(3aK1aneBaeMblil  mH BHOCHMEIH) B MecTa BO3MOKHOrO CheMa uHbopManmu (B TOM umcie B
OTPRKNCHHE, KOHCTPYKIHIO, 060pyI0BaHHe, TIPEAMETE MHTEPbepa, TPAHCIIOPTHBIE CPEICTBa, a TaKKe B
TCXHHUECKAE CPE/ICTBA H CHCTEMBI 06pabOTKH HH]pOpMaLum).
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Jamumaemag HaGopmanus — HH]OpManus, ABIIIOMIAACH TPeaMeTOM COOCTBEHHOCTH §
HMOLIOKAMAS 3aIMMTE B COOTBETCTRUM c TPeOOBaHMsIME TPaBOBEIX AOKYMCHTOB HIlA TpPeGOBaHUSMH,
YCTaHABITMBAEMEIMH COOCTBEHHHKOM HH(popMarmy,

Npentuduranus — TIPUCBOCHHE CyOBEKTaM H 00BexTam AOCTyna unentudukaropa u (mmm)
CPaBHEHHE MIPEBABIIIEMOr0 MICHTHQUKATOPA ¢ Iepeumen TIPHCBOCHHBIX HACHTH(HKATOPOB,

Hudopmarupnmiii curpay — JNICKTPHICCKHE CHIHAEL AKYCTHYCCKHE, 3JIeKTPOMATHUTHEE 1
Apyrue ¢usmyeckne moss, mo T1apaMeTpaM KOTOPHIX MOXKET GLIT PacKkpeita KOH(HAEHIHAIBHAS
uHpopManus (mepconanpupie AaHHbIe) 0OpabaThiBaemas B HH(DOPMALMOHHOI creTeme NePCOHATBHBIX

CpencTB.
HHd)OpMa[[HOHHMe TEXHOJIOTHH — TIpOLECCE, METOZBI moucka, c6opa, Xpanenus, obpaGoTku,

TIPENOCTABIICHHS, pacnpocTpaneHHs HHQOPMAaMy U CrocoGy OCYIICCTBICHHUS TaKHX NPOLECCOB M
METOJIOB.

Konrpoampyemasn 3oma — 1TPOCTPAHCTBO (TeppUTOpHS, 31aHMe, uacTs 3MaHusd, OMEIEHue), B

OCHOBaHHS,

Me:xcereBoii IKPaH — JOKaJIbHOEe (O,HHOKOMHOHGHTHOG) WITH (byHKuHOHaJILHO-pacnpez[eneHHoe
IIPOTrpaMMHOe (nporpaMMHo-annapaTHoe) CPEACTBO  (KoMILTeKC), beammsyomee KkoHTpoms 3a
HH]popManmei, nocTynarmomeit s HH(OpMaImOHHyI0 CHCTEMY TIEPCOHANBHBIX NAHHEIX (mmm)
BBIXOZmIeH U3 HHpOpManuon o CHCTEMEL.

Hapymurems, 6ezonacuocrn EPCOHANBHBLIX JaHHBIX — (u3myeckoe JHIO, CIyYaiHO WM
TIPEAHAMEPEHHO COBepmaromee JCUCTBHS, CllecTBHeM KOTOPBIX fABIISIleTCH HapymeHue bezonmacHocTH
TICPCOHANBHBIX AHHBIX TIpH 1xX 00paboTke TexHmYeCKIMH CPEACTBAMH B MH()OPMAIIHOHHEX cHCTeMax
[IEPCOHANIBHBIX JAHHEIX.



HeaBromaTusupoBannasi 06paboTKa IepCOHAILHBIX JAHHBIX — 00paboTka NepCOHANBHEIX
JIAHHBIX, COAEPIKALIUXCS B HH(POPMALMOHHON CHCTEME MepCOHANBHBIX JAHHBIX JTHO0 H3BICUCHHDIX H3
TaKOH CHCTEMBI, CUYMTACTCH OCYINECTBIEHHONW 0€3 HCIOJIb30BaAHMUS CPEACTB  aBTOMATH3aIHH
(HeaBTOMATH3HPOBAHHOM), €C/IM Takue ACHCTBHS C NEPCOHANBHBIMM JAHHBIMH, KaK HCIIOJIb30BaHUE,
YTOUHCHHE, pPACIPOCTPAHCHUE, YHUYTOXCHHE IIEPCOHANBHBEIX JAHHLIX B OTHOIIGHMH KAXIOrO WH3
CyOBEKTOB NEPCOHATBHBIX JAHHBIX, OCYLUCCTBISIOTCS PH HEIOCPEACTBEHHOM Y4YaCTHH 9EI0BEKa.

Henexnapuposannble  BO3MOMKHOCTH —  (DYHKIIHOHAJIBHBIE BO3MOYKHOCTH CpPE/CTB
BBIMUCIUTENBHON TEXHUKH, HE ONMCAHHBIE HJTH HE COOTBETCTBYIONIKE OMMCAHHBIM B TOKYMEHTALHH, npu
MCTIONB30BAHAM KOTOPBIX BO3MOXKHO HAapyIIeHHE KOH(PHACHIHAIBHOCTH, JOCTYIHOCTH MM NEIOCTHOCTH
oOpabaTbIBaeMoit HHpOPMALIUHY.

HecankunonupoBanublii  JocTyn  (HeCAHKIMOHHPOBAHHbIE AEHCTBHA) — JOCTYyD K
uHopMamuK wiH JeficTBas ¢ umbopManmel, Hapymaromue NpaBUlla pPasTpaHHYeHHs IOCTyNa ¢
UCTIOJIE30BAHHEM IITATHBIX CPENCTB, MPEAOCTABIAEMBIX HHPOPMAIMOHHBIMU CHCTEMAMHE IIEPCOHATBHBIX
JTAaHHBIX,

Hocuteab mHpopmanum — (u3MYECKOe JTHLO WIM MaTepHANbHBIA OOBEKT, B TOM WHCIE
(usuueckoe moye, B KOTOPOM HHPOPMAIUS HAXOIUT CBOE OTpaXKEHHE B BHJE CHMBOJIOB, 00pa3os,
CHTHAJIOB, TCXHUYCCKUX PEIIEHUH 1 IPOLECCOB, KONMYECTBEHHBIX XapaKTEPHCTHK (PH3HYESCKUX BEIHUUH,

ObesmmuuBanne NMePCOHAIBHBIX JAHHBIX — ICHCTBHS, B pe3ynbTaTe KOTOPBIX HEBO3MOXKHO
ONPEACTUTE NPUHANTIEIKHOCTD MEPCOHANBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY IEPCOHATBHBIX JAHHbIX.

O6paboTka mepcoHANBHBIX JAHHBIX — JSHCTBHA (omepanuu) ¢ NMEpPCOHANBHBIMEA JAHHBIMH,
BKJIIOYas COOp, CHCTeMATH3ALMIO, HAKOIVIEHHE, XpaHEHHE, YTOUHEHHE (obHOBNIEHHE, H3MEHEHHE),
MCIIONL30BAHUE, pACpoCTpaHeHHe (B TOM dYHCIe Iepenady), obe3IHYHBaHME, OioxupoBanmue,
YHUYTOXXEHHE IIEPCOHANILHBIX JaHHBIX,

O0menocTynHbIe NepCoHAILHBIE JAHHLIC — IEPCOHANILHBIC TAHHBIE, JOCTYI HEOTPAHHYEHHOTO
Kpyra JIMIl K KOTOPBIM IPEAOCTABNIEH C COITacks CyOBeKTa MePCOHANBHEIX JAHHBIX WIM Ha KOTODHIE B
COOTBETCTBHH C ()elepalbHBEIMH  3aKOHAMH He pacnpoctpansiercss TpeGoBaHHE COOIIOICHUS
KOH(DHIeHIIHAITEHOCTH.,

Oneparop (mepCOHANBLHBIX JAHHBIX) — FOCYNapCTBCHHBIH OpraH, MYyHHIMIAIBHBIA OpraH,
IOPHIIMIECKOE WM (DU3HYECKOE IO, OpPraHM3yIomee u (unmm) ocymecTBisIOIEE  06paboTKy
TICPCOHATILHBIX NTAHHBIX, d TAKKE ONPENENSIOIME IeIH M ComepKaHne 06paboTKh IEPCOHAIBHBIX
TaHHEBIX,

Texnnuyeckne cpexcTBa HH(OPMANMOHHON CHETEMBI NepCOHAJILHBIX JAAHHBIX — CpPEJCTBA
BBIYHCIHTENIBHOM TEXHUKH, HH()OPMAIIMOHHO-BEIMHCITHTE ILHBIE KOMILIEKCEI K CETH, CPEJICTBA U CHCTEMBI
nepeliaud, mpuemMa u  obpaborkm II/[z (cpeacTBa u  cHCTEMEI 3BYKO3AIIMCH, 3BYKOYCHIICHHS,
3BYKOBOCIIDOM3BC/ICHHS, TNEPETOBOPHBIE M TENEBH3HOHHBIC YCTPOMCTBA, CpeiCTBa H3rOTOBJICHUS,
THPaXXNPOBAHUA JOKYMEHTOB M JPYTHe TEXHHYECKHE CPeICTBa 0OpaGOTKH peveBoit, rpauyecKoi,
BHJICO- M OyKBEHHO-IH(POBOH uHOpMaImH), OPOTrpaMMHEIE  CPEICTBA (ONEpalMOHHBIE CHCTEMEL,
CHCTEMBI yNpaBlIeHHs 0asaMd JaHHBIX W T.IL), CPEJICTBA 3AIIATEHI HH(OPMAIMH, TIPUMEHSEMEIE B
HHPOPMALIMOHHBIX CHCTEMAX.,

Hepexsar (uupopmanun)— HempasoMepHOE noJy4eHue HHQOPMANMH C HCIOIB30BAHHEM

TCXHUYECKOrO CPe/CTBA, OCYIICCTBISIOMIET0 OOHapy:KeHHe, IpUeM H 0OpabOTKy UH()OPMATHBHBIX
CHTHAJIOB,
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IlepconasibHble AaHHBIe — J1100as MHGOPMALHS, OTHOCSINASACH K MPAMO UAH KOCECHHO
ONpeIe/ICHHOMY HJIH OIIPe/IeNisIeMOMy (pH3HIECKOMY JHILY (CYOBEKTY IIEPCOHATBHEIX JAHHBIX).
IToGounbie 3aeKTPOMATHHTHBIE H3/IYy4eHHs W HABOAKHU — 3JICKTPOMATHUTHBIE H3/IyICHHS

TeXHHYECKUX CPeCTB 00paboTKH 3amuinaemMoi HH(pOpMaNuy, BO3HHKAONINE Kak MOO0YHOE SBICHHE U
BBI3BAHHBIC JIEKTPHYCCKUMH CHIHAIAMH, NEHCTBYIOIIMMH B MX JIEKTPHYESCKHX M MarHUTHBIX LENAX, a
TaKIKe 3JIEKTPOMArHUTHBIC HABOIKH 3THX CHIHAIIOB HA TOKOIPOBOISIINE THHHH, KOHCTPYKIHH H IIEIH
U TAHUS.

IToMTHKA «4HCTOrO CTOJIA» — KOMILIEKC OPraHH3ALHOHHBIX MEPONPUATHH, KOHTPOIUPYOIIHX
OTCYTCTBHE 3allMCBIBAHMs HA OyMa)kKHbIe HOCUTENH KIIouel u aTpubyToB nocTyna (maposieii) u XpaHeHus!
ux BOIM3u 00BEKTOB HOCTYIIA.

Iosb3oBaTenb HHGPOPMANHOHHON CHCTEMBI NEPCOHANBLHBIX JAHHBIX — JTAII0, YYACTBYIOLIEE B
(GynKmoHMpOBaHUM HH(DOPMAIMHOHHOM CHCTEMBI MEPCOHANBHBIX IAHHBIX WM HCTIONB3YIOIIee
pe3ynbTaThl ee QYHKIHOHHPOBAHHSL.

IpaBuia pasrpaHuyeHdsi [0CTYNA — COBOKYNHOCTh NPAaBUJI, PErTaMEHTHPYIOLIHX npasa
JOCTymna CyOBeKTOB JOCTyIa K 00BEKTaM JOCTYIIa.

IIporpammHuast 3aK/IaAKa — KOJI IPOTPaMMBEI, IPEIHAMEPEHHO BHECEHHEIH B IPOrPaMMy ¢ LEJbI0
OCYIIECTBATE yTEUKY, H3MCHHTh, OJIOKMPOBATh, YHMUTOXKHUTh HH(QOPMALMIO HIH YHHYTONHTD H
MOZH(HIMPOBATE MPOTpaMMHOE obecIedeHre HHPOPMAIHOHHON CHCTEMBI EPCOHANBHBIX MAHHBIX H
(1) GIOKMPOBATH aNIapaTHLIE CPEACTBRA.

IIporpammuoe  (mporpaMMHO-MaTeMATHYECKOE) BO3eHCTBHE — HECaHKIIMOHUPOBAHHOE
BO3JICHCTBHE Ha peCypchl aBTOMATH3MPOBAHHON WH(OPMALHOHHON CHCTEMEL OCYILECTBIIIEMOE C
HCII0TBb30BaHHEM BPEIOHOCHEIX IIPOTPaMM.

PackpbiTHE DNEPCOHANBHBIX AAHHBLIX — YMBIIUIEHHOE MU CllyyallHOE€  HapylIeHue
KOH(DHIECHIHATBHOCTH EPCOHANBHBIX JAHHBIX.

Pacnipocrpanenne mnepconanbHbIX JaHHBIX — JEHCTBHS, HalpaBJieHHBIE Ha Iepenady
TICPCOHATIPHBIX  TAHHBIX OIPEJCICHHOMY Kpyry JHi (mepefada HEPCOHANbHBIX [JaHHBIX) HIH Ha
OSHAKOMJICHHE C IICPCOHATBHBIMH JAHHBIMH HEOTPAHUYEHHOTO Kpyra JIHLI, B TOM 4HClIe 06GHAPOIOBAHKE
TICPCOHAIIPHBIX JaHHBIX B CPENCTBAX MACCOBOH HMH(pOpMAlHH, pasMELleHHe B HH(OPMALHOHHO-
TEICKOMMYHUKAIMOHHEIX CETSX WM MPENOCTaBIeHHE NOCTYyIa K HEPCOHAIBHBIM JAHHBIM KAKHM-THGO
HHBIM c10co0oM.

Pecype undopmanmnonnoii cucreMpl — MMEHOBAHHBIH 37IEMEHT CHCTEMHOT'Q, NPUKIATHOIO HIH
annapaTHoro obecneuenus GyHKIHOHHPOBAHHSA HH(POPMALHOHHON CHCTEMBI.

CroenuanbHble KATErOpHH NEPCOHANBHBIX JAHHBIX — IIEPCOHANLHBIE JaHHBIE, Kacarolluecs
PacoBOH, HAMOHAIBHON NMPUHAIEKHOCTH, NOTUTHIECKHX B3ITIAOB, PEITUTHO3HBIX UITH QUIOCODCKUX
yOeKIeHuH, COCTOSHHS 310POBS ¥ MHTHMHOM JKU3HH CyOBeKTa IepCOHANBHBIX JaHHBIX.

CpeacrBa BBIMHCAHTENBHOH TeXHHKH — COBOKYIIHOCTh IIPOTPAMMHBIX H TEeXHHYECKHUX
JIIEMEHTOB CHCTEM 00pabOTKU JIaHHBIX, CHOCOOHBIX ()YHKIMOHHPOBATE CAMOCTOATENHHO HIH B COCTABE
JIPYTHX CHUCTEM.

CybbexT moctyna (cy0bexT)— mHIO Win TIponece, NEHCTBHSA KOTOPOTO PErNIaMEeHTUPYIOTCS
NPaBHIAMH pasrpaHU4deHusT JOCTYIIA.

Texnuyecknii kanan yreuxn uadopmanmu — COBOKYIHOCTB HOCHTEN HHOpManuu (cpeacTsa
00paboTkum), HU3MUECKON Cpeisl pacmpoCcTpaHeHus MH(OPMATHBHOTO CHTHAA M CPEJCTB, KOTOPBIMH
1100bIBaeTCs 3amuinaemMas HHGOPMALHS.
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TpancrpannyHasi mepeaua NepCOHATLHBIX AAHHBIX — nepenavya IepCOHANBHBIX JAHHBIX
omepaTopom 1epes I'ocynapcTeennyro rpanuny Poccuiickoit Deziepanuu oprany BIACTH WHOCTPAHHOTO
rocyapcTBa, (pU3HIeckoMy HitH FOPHAHIECKOMY JIMITy HHOCTPaHHOTO FOCY/1apCTBa.

Yrpossl $e30macHOCTH TEPCOHANBHBIX AAHHBIX — COBOKYITHOCTL YCIOBHHM H (hakTopoB,
CO3/IAIOIINX OMAaCHOCTh HECAHKIMOHUPOBAHHOIO, B TOM WHCNE CIy4aifHoro, JOOCTYIa K MEepPCOHAIbHBIM
AGHHBIM, PE3yJILTATOM KOTOPOTO MOXKET CTaTh YHHUTOXKEHHE, H3MEHEHHUE, OnoxupoBaHue, KONMPOBAHHE,
PaclpoCTpaHEHHE MEPCOHATBHBIX JAHHBIX, 4 TAKKE HHBIX HECAaHKIMOHUPOBAHHBIX JEHCTBHIl MpH HX
00paboTke B HHYOPMAITHOHHOH CHCTeME [I€PCOHAILHEIX JIAHHBIX.

YHuuTOoKEHHE MEePCOHANBHBIX JAHHBIX — JCHCTBHS, B PE3YNbTaTe KOTOPHIX HEBO3MOMKHO
BOCCTAHOBHTL COACPIKAHME II€PCOHATBHBIX IaHHBIX B HH(POPMAIMOHHOH CHCTEMe IEPCOHATBHBIX
AQHHBIX HJTH B PE3yIIETATe KOTOPEIX YHHYTOXKAIOTCS MATEPHATBHbIC HOCHTE/H [IEPCOHANIBHBIX TAHHBIX.

Vreuka (3ammmaemoii) HHPOPMAIIME [0 TeXHHYeCKHM KAHAJAM — HEKOHTPOIHpPyEeMOe
PacmpocTpaHeHHe HHPOPMALUHE OT HOCHTENS 3aIUINAEMOit HH(OpMalmK Yepe3 (PH3NYECKyrO Cpefy 10
TEXHIECKOTO CPEACTBA, OCYIECTBISIONIETO EPEXBAT HH(OPMAILHIL.

YssBumocts — c1abocTs B cpencTBax 3aIIMTBI, KOTOPYIO MOXHO HCIIOJIB30BaTh JUISl HAPYIIEHHS
CHCTCMBI HITH COAEpIKamieiics B Hell HHpopMaIum.

Henocrnoers  uudopmanmm —  croco6HOCTH CPEACTBA BBIYHCIMTEIBHOM TEXHHKH MJIH
dBTOMAaTH3UPOBAHHOM CHCTEMBI 00ECHEeYHBATh HEH3MEHHOCTE HHQOPMALUH B YCIOBHAX CIYYaifHOro
U/WITH TIPeIHAMEPEHHOTO HCKAKEHHS (paspymienus).



2 O6o3HaYeHHs U COKpaIeHHs]

APM - aBTOMaTH3MpOBaHHOE pabouee mecTo

UCII/Ts — madopmanronuas cucrema [IEPCOHAIBHBIX JaHHBIX

K3 - kouTpommpyemas 30na

HCJI - HecaHKIMOHMpPOBAH MBI JOCTYII

OC - onepanuonnas cicrema

[1/Ts — nepconansHble nanmbe

I1O — mporpammuoe o6ecrieuenne

C3H - cpenctsa 3amurer HHpOpManuH

C3I1T1 — cucrema (mozcucTeMa) 3aIATh IePCOHATBHEIX JIAHHEIX
YBIIT — yrposs! 6e3onacaocti NEPCOHANBHBIX JaHHBIX



3 Beenenue

Hacrosimas ITonuTika mubOpMaMOHHON Ge30macHOCTH (manmee — INomuTuka) MyHHIUNATEHOTO
OI0KETHOrO  yupesieHHs 3/paBooXpaHeHus «CTOMATOTOrHIECKas nonukauHuKa Nely (manee —
Yupexzerue) aiseTcs OpUIIaIbHEIM JOKYMEHTOM.

Ilomurnka paspaGoTaHa B COOTBETCTBHH © LENAMH, 3a/a4aMu © NpUHIHUIIAMH obOecneyeHus
0e30MacHOCTH NEPCOHANBHBIX JAHHBIX,

[lonutuka paspaGoTana B COOTBETCTBHH ¢ TpeboBanuamu DexepansHoro 3akona ot 27 HIONs
2006 r. Ne152-@3 «O mepcoHANBHBIX [aHHBIX» M IIOCTAHOBIEHHS IIpaButensctBa Poccuiickoit
Deneparun or 1 HosGps 2012 r. Ne 1119 «O6 YTBEPIKACHHH TPeOOBaHUM K 3alIATE MEPCOHATHHBIX
AGHHBIX NpH UX 00paboTKe B MH(OPMAIMOHHBIX CHCTEMAX TIEPCOHANBHBIX JNAHHBIX», Ha OCHOBaHHH:

- Ilpukaza @enepanbHoii ciyk6B 1O TeXHHYECKOMY M OKCIOPTHOMY KoHTpomo (PCTIK
Pocenn) ot 18 despans 2013 r. Ne 21 «06 yrBepiKaeHHH COCTaBa H COTEPIKaHUs OPraHU3aLHOHHBIX U
TCXHHICCKUX Mep II0 00ecredeHHI0 Ge30IacHOCTH IepPCOHANBHEIX JAHHBIX npa ux 00paboTke B
MH(OPMAIHOHHBIX CHCTEMAX [1EPCOHATBHBIX JAHHBIX),

- «THIIOBBIX TpeGoBaHMIA 110 OPraHU3AINHE U 0OECIICUCHHMIO (ynximoHnpoBaHms MHQPOBATEHEIX
(KpuITOrpadm9ecKux) CcpeacTs, HpeIHA3HAYCHHBIX UL 3aIIUTEL MHPOPMALMH, HE COAEepIKaleH
CBEAICHUH, COCTABISIOWIMX TOCYNAPCTBEHHYIO TaiiHy B Cllydae HMX HCIOJb30BaHUS g oOecredeHus
0e301acHOCTH MepCOHANBHBIX AHHBIX IPH UX 00paboTke B HHYOPMAIMOHHEIX CHCTEMAX NEPCOHATBHBIX
AQHHBIX», YTBEPIKACHHBIX pykoBoacTBoM 8 Ilentpa ®CB Poccuu 21.02.2008 . Ne 149/6/6-662.

B Ilomutuke ompenenens: TpeGoBanus k nepconany HWCII[IH, cTeneHs OTBETCTBEHHOCTH
TepcoHana, CTpyKTypa U HeOOXOIMMBIH YPOBEHb 3aIHIIEHHOCTH, CTATYC M HOJKHOCTHEIE OBS3aHHOCTH

COTPYNHHKOB, OTBETCTBEHHBIX 3a obecnedeHue Ge30NACHOCTH NEPCOHANBHBIX JAHHEIX B UCTIa
Vupexnenus.



10

4 O0mue MoJI0KEeH st

Llensto macrosimiedt IlonuTHKH siBAseTcs obecmedeHme 0€30macHOCTH O0OBEKTOB 3AIUTHI
YUpexIeHus OT BCeX BUJOB YIpO3, BHEIIHHX U BHYTPEHHHUX, YMBIIUICHHEIX H HeIpeIHaMepeHHEIX,
MHHHMH3ALAS yIIep0a 0T BO3MOXKHOI peannsalun yrpo3 Ge30nacHoCcTy IT1a (YBI1OR).

BeszonacHoCTh mepcoHabHbIX JAHHBIX I0CTHIACTCS IIYTEM UCKJIIOUECHHS HECAaHKIIHOHMPOBAHHOTO,
B TOM 49HCJIE CTy4aiiHOro, ZOCTyNa K NEePCOHATLHBIM JaHHBIM, PE3yJIbTATOM KOTOPOTO MOXKET CTATh
YHHHTOXKCHUE, U3MEHEHHUE, OIIOKHPOBAHIE, KOIHPOBAHHE, pacnpocTpaHEHHE MEPCOHANBHBIX AaHHBIX, a
TaKXKe MHBIX HeCAHKIIMOHUPOBAHHBIX AEHCTRHIA.

WMudopmarus u cps3aHHBIE ¢ Helf pecypebl JOMKHEI GBITH JIOCTYIIHEI Ui aBTOPH30BAHHBIX
M0JIb30BaTENIeH. JIODKHO OCYINECTBIATHCS CBOCBPEMEHHOE oOHapyeHue u pearuposanue Ha Y BII [x.

JIOIDKHO OCYINECTBISITECS NpeaoTBpaLeHIe NPCAHAMEPCHHBIX MM CIIYYaHHBIX, YACTHYHLIX HJIA
TIOJHBIX HCCAHKIIMOHMPOBAHHBIX MOU(DHKALININ WM YHHYTOKEHHS NAHHDIX.

CocTaB 00BEKTOB 3aLIUTEI IPEACTABICH B Ilepeune mepcoHaTBHEIX MaHHEIX, obpabaTbiBaeMBbIX B
WCIT/TH.
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S Ob6nacre aeiicrBust

TpeGosanns macrosmeii [TomuTukn PaclpoCTpaHsIOTCss Ha BCEX COTPYAHHKOB YuUpeineHus

(LITATHBIX, BPEMEHHBIX, PaGOTAIOMUX 10 KOHTPAKTY M T.IL.), & TAKJK€ BCEX MPOYHX JIHI| (monpstmunky,
ayJIUTOPBI U T.IL.).
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6 Cucrema 3aUTBLI IEPCOHATIBHBIX TAHHBIX

CucTema 3amuTh! nepconanbHbIX Aanubx (C3I1]TH), CTPOMTCS Ha OCHOBAHHH:

—Ilepeuns nepconanervix dannvlx, 06pabamoléaempix 6 HCIIn,

—Moodenei y2pos Gezonacnocmu nepconansuix danmwix npu ux obpabomke ¢ HCIT[In;

—Pyroeooauux doxymenmoe @®CTIK u @CE Poccuu.

Ha ocHOBaHHMM 5THX IOKYMEHTOB OIpeesercs: HeoOGXoqUMBI YPOBEHEb 3amuineHHoctd I1/n
kaxaoit WMCII[n Vwupexnenus. Ha ocHoBanmM aHanmsa aKTyalbHBIX yrpo3 Oesomacuoctu I1[IH,
OMHCAHHOTO B Modensx yepos, Nenaercs 3aKIOYeHHe 0 HeOOXOIMMOCTH HCMOIB30BAHMS TEXHMUCCKHX
CPEACTB W OPraHM3ALHOHHBIX MEponpusTHit s obecneuyenns GesomacHoctu I1J[H. BriGpanmubie
HEOOXOIMMBIE MEPOTIPHSITHS OTpakKatOTes B [1iane Meponpusmuii no sauume HePCOHANLHBIX OAHHDBLX.

Hns xaxnoit UCIT/n momkeH GhITh COCTABIEH CIIHCOK HCIIONB3YEMBIX TEXHHYECKHX CPEJICTB
3QIIUTEL, @ TaK e MPOrpaMMHOT0 obecreyenns, ydacTByromero B obpaborke I1/[H, Ha Beex aneMeHTax
NCII/x:

- APM none3oBarereit;

- CYB/I;

- KaHaJIbl [IEPEaYH B CETH OOIIEro NOMb30BaHMs H (HIH) MEKIYHAPOIHOTO OOMEHA, EC/IH IO HUM
nepenatorcs IT/IH.

B saBucumoctu or yposust sammmennoctn WCIIIa u aKTyanbHBIX yrpos, C3IIJIn moxer
BKJIIOYATh CICAYIOIME TEXHUYECKHE CPENCTBA:

dHTUBUPYCHEIC CPeJICTBA IS pa6oqeﬁ CTAaHIMH I10JIb30BaTEIIA;

MOJIyJIb JOBEPEHHOH 3aIpy3KH;

= CPCIACTBA MEKCETEBOIO SKpaHHPOBAHUSI,

CPEICTBA  KPUUTOrpauyecKodl 3aumTel  HHpOPMAIHH, IpH  Iepelaye 3allMiaeMoi
HH(DOPMAIIH 110 KaHAJIAM CBSI3H.

Tax xe B CIHCOK JOJKHBI GBITH BKIIOYEHBI (yHKIMM 3amATEL, OGeCHeYMBAEMBIE ITATHBIMH
cpenctBamu o6pabotku IT)[H omepanmuoHHBIME cucTeMaMu (OC), npuxnagaeiM 1O u cnenuaabHBIMH
KOMILIEKCAMH, PEATU3YIOIMMHU cpecTBa 3auThl. CIMCOK (YHKIUIMA 3aIIHTEH MOYKET BKIIOYATH:

- YUPaBJICHHE U pasrpaHUYeHHe JOCTYIIA [T0JIb30BaTeNei;
= PErHCTPAIMIO U YYeT NCHCTBHIH ¢ HHpOpMAaIHeEii;
- 00ecreynBaTh HEeIOCTHOCTD JAHHBIX,

- IPOM3BOJIUTE OOHAPYKEHHUS BTOPKEHHIH,
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7 TpeboBanus k nogcucremam C3I11u

C3I1/1H BrimouaeT B cebs ClIeayrOMue MEpEL:

—  HACHTH(DHKALMA H Ay TeHTH()HKAIHA CYyOBEKTOB OCTyIa ¥ O0BEKTOB JIOCTYIIA;
—  YOpaBJIEHHE OCTYNOM cyOBEKTOB JOCTyna K 00BbEKTaM JOCTYIIa;

—  OrpaHHYeHHEe NPOTrPAMMHOIL CpeIbI;

T aluTa  MAllMHHBIX ~ HOCHTENeH MHGOpMAlMM, HAa KOTOPBIX XpaHATCS H  (WiK)
00pabaTeIBaIOTCS ePCOHANBHEIE TaHHBIE (Jaee — MAUTHHHBIC HOCHTEH TIEPCOHAJIBHBIX JaHHBIX);

—  peructpauus cobwITHii 6e30nacHOCTH;

—  AHTHUBHpPYCHAs 3all{Ta;

—  obuapyskeHHe (IpeOTBpAIEHNE) BTOPIKEHHIA;

= KOHTPOJIb (aHAJIN3) 3aIUIICHHOCTH [EPCOHANBHBIX JAHHBIX,

— obecreveHHe eI0CTHOCTH HH()OPMAIMOHHOM CHCTEMbI 1 IEPCOHAIBHBIX TaHHBIX;
— obecreyeHue JOCTYITHOCTH MEPCOHANBHBIX JAHHbIX,

—  3alIMTa Cpe/bl BUPTYAIHU3ALNY;

—  3aIUTa TEXHUYECKUX CPEJICTB;

—  3auuTa HHPOPMAITMOHHON CUCTEMBL, €€ CPEJICTB, CHCTEM CBSI3H H nepenayn JaHHBIX;

—  BBUIBICHHE MHUMICHTOB (OZHOTO COOBITHS HIIH IPYIIBI COOBITHIT), KOTOPBIE MOTYT IIPHBECTH
K cOO0SIM WM HapyIIEHHIO (yHKIMOHHPOBAHMIS MH(POPMAITMOHHON CHCTEMBI U (HIH) K BOSHUKHOBEHHIO
Yrpo3 6€3011aCHOCTH [ePCOHATBHBIX JaHHBIX (IaNee - HHIMACHTEI), U pearupoBaHue Ha HHX;

— YHOpaBjieHHe KOH(pUrypauuei HapOPMALHOHHON CHCTEMBI H CHCTEMBI 3aIHTHI IIEPCOHAIBHBIX
JTAHHBIX.

Honcucerempr C3I1/IH uMeIOT pasnuUHbIH (BYHKIHOHAI B 3aBHCUMOCTH OT YPOBHS 3aIIHIIEHHOCTH

VCI/ln, onpenenenHoro B Axmax onpedenenus YPOBHA 3aUUUEHHOCIU NePCOHANbHBIX OaHHBIX &
HCIn.

7.1 Aneatudukanus u ayTeHTHQUKALNS CyGbeKTOR AOCTYNA M 00HEKTOB A0CTYNA

Mepel 110 uneHTHpHKALMK U ayTeHTHGUKAIMH CYOHEKTOB J0CTyIa ¥ 00BEKTOB JIOCTYIIA JOJKHEI
obecniednBaTh MPUCBOEHHE CyOBEKTaM 1 06BEKTaM 10CTyIIA YHHKAJIBHOTO NpU3HaKa (MAeHTH(DHUKATOpA),
CpaBHEHHE NPCABABIAEMOro CyObekroM (0OBEKTOM) MOCTYyNa HAeHTH(HKATOpA C IepevHeM
TIIPHCBOCHHBIX HICHTH(HKATOPOB, @ TAKKE IPOBEPKY HPHHAUICKHOCTH cyOBeKTy (00BEeKTY) mocTyma
PEBBICHHOTO UM HACHTH(HKATOPA (TTOITBEPIKACHAE MOITUHHOCTH]).
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7.2 YnpaBjeHnue 10CTyIOM Cy0ObeKTOB J0CTYIA K 00beKTaM J0CTyna

Meper mo ynpaenemmio focTymoM CcyOBEKTOB mocTyma K OOBEKTAM JIOCTYNA JIOJKHBI
ofecrieunBaTh ynpaBieHHE IIpaBaMH ¥ HPHUBHWIETHAMH CyOBEKTOB MOCTyINa, pasrpaHHYeHHE JOCTyIa
cyOBEKTOB JI0CTYIIa K 00BEKTaM I0CTYIIa Ha OCHOBE COBOKYITHOCTH YCTAHOBJIEHHBIX B HH(MOPMAITHOHHOI
CHCTEME IPABUJI pasrpaHHyYeHHs JOCTYIa, a Takke oOecreunBaTh KOHTPOIL 3a COOJIOJEHHEM ITHX
IpaBHIL.

7.3 Orpann4yenne NporpaMMHOIi cpe/ibl

Mepbl 110 OrpaHHYEHHIO0 NPOrPAMMHORH Cpe/Ibl JOJDKHBI 00eCeYnBaTh YCTAHOBKY H (MIIH) 3aIyCK
TOJIBKO Pa3spelIeHHOro K HMCHOJIb30BaHUIO B HHOOPMALMOHHOH CHCTEME MPOrpaMMHOr0 00ecIeueHHs
MM MCKJIIOYaTh BO3MOXKHOCTb YCTAHOBKHM M (MJIHM) 3amycKa 3alpelleHHOr0 K HCIIOJIb30BAaHHIO B
HH(OPMAIHOHHOH CHCTEME MPOrpaMMHOro o0ecIeYeH sl

7.4 3amATa MAIIMHHBIX HOCHTesell MH(OPMAIMH, HA KOTOPBIX XpaHATCH U (HJIH)
o0padaTbIBalOTCS MEPCOHANBHDBIE JaHHbIE

Mepbl 1m0 3amure MAIIMHHBIX HOCHTENeH II€PCOHANBHBIX JAHHBIX (CpencTs ob6paboTku
(XpaHeHus) MePCOHANLHBIX JAHHBIX, ChEMHBIX MAIIMHHBIX HOCHTENEH epCOHaIbHbIX JAaHHBIX) JOIKHBI
MCKJII0YaTh BO3MOXKHOCTb HECAHKIMOHHPOBAHHOTO JOCTYNA K MALIMHHBIM HOCHTEISAM M XPaHALIMMCS Ha
HHUX [E€PCOHANBLHEIM MaHHBIM, 4 TaKKe HECAaHKIHOHHPOBAHHOE HCIONB30BaHHE CHEMHBIX MALIMHHBIX
HOCHUTENIEH ePCOHANBHEIX JIaHHBIX.

7.5 Perucrpauus codbiTnii 6e3onacHocru

Mepe! o peructpanuu coGbiTHil 6€30MacHOCTH JODKHBI 06eceunBaTh cO0p, 3aIKuch, XPaHSHHE
H 3aIIATY HHPOPMANuK 0 COOBITHIAX 6e30MacHOCTH B HHPOPMAIIMOHHON CHCTEME, 4 TAKIKE BO3MOKHOCTE
IPOCMOTPA U aHAIH3a HH(POPMALHH 0 TAKUX COOBITUAX M PEearHpoBaHHe Ha HUX.

7.6 AHTHBHPYCHASI 3aL{HTA

Mepel mo antuBHpycHOIl 3amHTe XO/KHBI 0GecTeYHBaTh OOHAPYIKCHHE B HHGbOPMAaMOHHON
CHCTEME KOMIBIOTEPHBIX MPOrpamMmm JMO0 WHOH KOMIIBIOTEPHOH HH(OpMAlMH, NpeaHa3sHAYCHHONH I
HCCAHKIMOHUPOBAHHOTO YHHYTOXKCHHUS, OJIOKHPOBAHHMS, MOIU(DHKAIMH, KOIMMUPOBAHMS KOMIIBIOTEPHOI
WHQOPMAlMKH WM HEHTPANM3aUMM CPEJICTB 3alMThl MHGOPMALMHM, a TAKKe peardpoBaHHe Ha
o0Hapy:KeHHe 3THX IIporpamMM u uH(GOpMAaIHH.



15

7.7 O6napy:xkenue (npeaoTBpalIeHHe) BTOPKEHHIH

Meps! o o0Hapy:keHHIO (IPEAOTBPALICHHIO) BTOPKECHUH JO/DKHBEI 00ecreunBaTh 00HApYKEHHE
neiicrBuif B MH(MOPMAIMOHHOH CHCTEME, HANpPaBICHHBIX HA HECAHKIIHOHMPOBAHHBIM OOCTYN K
UH(pOPMAIMK, CIENMaIbHbIe BO3JEHCTBHA HAa HH(OOPMAIMOHHYIO CHCTeMY M (WIH) IEepCOHANIbHBIE
JAHHBIE B LENIX NOOBIBAHMWS, YHHUTOKCHHS, MCKAKEHHs W OJOKMpPOBAHHS JOCTYNA K NMEPCOHATBHBIM
JTAHHBIM, & TaK)Ke pearupoBaHue Ha 9TH NeHCTBHS.

7.8 KoHTpoJib (aHA/IH3) 3aIHIIEHHOCTH NEePCOHATBHBIX JAHHBIX

Mepb! M0 KOHTPOMIO (aHAIM3Y) 3aLMIIEHHOCTH IePCOHATBHBIX JIAHHBIX JOJDKHBI 00ecreynBaTh
KOHTPOJIb YPOBHs 3allMINEHHOCTH IEPCOHANBHBIX JaHHBIX, 00pabarpiBaeMbIX B HH(POPMAHOHHOM
chUcTeMe, IIyTeM [IPOBEJCHMS CHCTEMAaTHYeCKUX MEPOIpPUATHE 1[I0 aHalu3y 3allUIEeHHOCTH
MH(OPMAITMOHHOH CHCTEMBI M TECTHPOBAHHIO PabOTOCIIOCOOHOCTH CHCTEMBI 3aIlUTHI MEPCOHATBLHEIX
JIAHHBIX.

7.9 ObecneyeHne 1eJTOCTHOCTH HHPOPMALHMOHHONH CHCTEMBI H MEPCOHAIBHBIX
JAHHBIX

Meper o obecnieyeHHIO IETOCTHOCTH HH(DOPMAIMOHHON CHCTEMBI M MEPCOHANBHBIX JAHHBIX
JNOJDKHBL  oOecreunBaTh oOHapykeHHe (PAKTOB HECAHKIMOHHPOBAHHOIO HApYIIEHHS IIEIOCTHOCTH
UH(OPMAIMOHHON CHCTEMBI M COIEpIKAIIUXCH B Hel NepPCOHAIBHBIX JAHHBIX, 4 TAKKE BO3MOKHOCTH
BOCCTAHOBJIEHHS HH(POPMAHOHHOM CHCTEMBI U COJIEPIKALINXCS B HEM MEPCOHAIBHBIX JaHHBIX.

7.10 Odecnevyenne JOCTYNHOCTH NEPCOHANBHBIX JAHHBIX

Mepel 1m0 ofecreueHHIO JOCTYMHOCTH II€PCOHANBHBIX MaHHBIX JO/DKHBI 0OecrneunBaTh
ABTOPU30BAHHBIN JIOCTYI IOJb30BATENel, MMEIOMIUX IIpaBa IO JOCTYNY, K IEePCOHAILHBIM JAHHBIM,

cozepiamuMess B HH(QOPMAUMOHHOM  cucTeMe, B INTATHOM  peXuMe  (YHKIHOHHPOBAHHS
HMHQOPMAIIHOHHO CHCTEMEL

7.11 3ammuTa cpeabl BUPTYAJIH3ANHH

Meps! 110 3amuTe Cpesibl BUPTYATH3aIHH JOJKHBI HCKIIOUYATh HECAHKIIMOHMPOBAHHBIA JOCTYI K
IICPCOHANBHBIM [JaHHbIM, 00pabaTeiBa€MBIM B BHPTYyallbHOM HHPPACTPyKType, H K KOMIIOHEHTaM
BHPTYaIbHOH MH(PACTPYKTypel M (M/IM) BO3/EHCTBHE HA HHUX, B TOM YHCJIE K CPEACTBAM YIIPABICHHS
BUPTYaIbHOH HH(PACTPYKTYpPOH, MOHHUTOPY BHPTYAIBHBIX MAIIMH (THIIEPBH30pY), CHCTEME XpaHEHHs
JaHHBIX (BKJOYas CHCTEMY XpaHEHHS 00pa3oB BUPTYaIbHOU HHPPACTPYKTYPHI), CETH HepeIadn JaHHBIX
Yepe3 NEMEHTHI BUPTYaIbHOH MM (U3MUecKoil HHPPACTPYKTYPhL, TOCTEBEIM OIEPALMOHHBIM CHCTEMAM,
BUPTYaJIbHBIM MallMHaM (KOHTCHHEpaM), CUCTEME U CETH PEINTHKAIMH, TePMHHAIBHBIM M BUPTYAIBHEIM
YCTPOHCTBAM, a TAK)KE CHCTEMEe PEe3€PBHOrO KONMMPOBAHMS H CO3/1aBAEMBIM €10 KOIIHAM.

7.12 3amuTa TeXHHYECKHX CPEICTB

Mepbl II0 3alIUTe TEXHHYECKHX CPEACTB IOJDKHBI HCKIIOYATH HeCaHKHHOHI/IpOBaHHHﬁ HOCTYII K
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CTALMOHAPHEIM TEXHHUYECKHM CpENCcTBaM, 00pabaThIBAOMIM IEPCOHATBHBIE JAHHBIC, CPCACTBAM,
obecrneunBaonmM (QyHKIMOHAPOBAHHE HH(OOPMAIHOHHON CHCTEMBI, H B IIOMCIUCHHA, B KOTOPBIX OHH
IOCTOSIHHO PACTIOIOMKEHB], 3allUTy TEXHHYECKHX CPEICTB OT BHEINHMX BO3ICHCTBHM, @ TAKKE 3aIIATY
IEpPCOHANBHBIX JAHHBIX, NPEJCTABICHHBIX B BHJAe HH(DOPMATHBHEIX BIEKTPUYECKUX CHUTHATOB U
(puzHUECKUX MOJEH.

7.13 3amuTa MHPOPMALMOHHONH CHCTEMbI, €e CpPeACTB, CHCTeM CBSI3HM H Nepeaa’H
JAHHBIX

Mepsl 10 3aIluTe HWHPOPMALMOHHON CHCTEMBI, €€ CPEACTB, CHCTEM CBA3H H NEpeJadH JaHHBIX
JIOJKHBI  0DECIIEYHBATh 3alMTY TEPCOHATBHBIX JAHHBIX INpPH B3aUMOJEHCTBHM HH(OPMAIMOHHON
CHCTEMBI WK €€ OTJETbHBIX CerMEHTOB ¢ HHBIMH MH()OPMAIMOHHEIME CHCTEMaMU U MH(pOPMAIHOHHO-
TeNCKOMMYHHKAIIMOHHBIME ~ CETAMHM  [OCPEICTBOM NPHUMEHEHHS apXUTEKTYphl HH(POPMAIMOHHON

CHCTEMBl M NPOEKTHBIX pEIICHHI, HaNpaBIeHHbIX Ha obecreueHHe OE€30MACHOCTH IEPCOHANBHBIX
JTAHHBIX.

7.14 BoisiBjieHHe HHIUAEHTOB H PearupoBaHMI0 HA HUX

Mepsl 110 BBISIBIICHHK) WHIMJICHTOB W pEaripoBaHHIO HAa HHUX JODKHEI o0ecnedmBarhb
o0HapyKeHne, HISHTH(UKAIMIO, aHAIN3 HHIUICHTOB B HHGOPMAIIMOHHON CHCTEME, a TAKKe IIPUHATHE
Mep M0 YCTPAHEHHIO U IIPeIyNPexKICHUIO HHIIUICHTOB.

7.15 Ynpapiaenue KoHpurypanueid HHPOPMAIHOHHON CHCTEMBbI H CHCTEMbI 3AIUTHI
HePCOHAJbHBIX JAHHBIX

Mepbl 110  YIIPaBJICHHIO KOH(DHpraHHeﬁ HH[l)OpMaHHOHHOﬁ CHCTEMbBI H CHCTEMbI 3alllUThI
MNEPCOHAJIIBHBIX  JaHHBIX  JOJIYKHBI obecreunBaTh yHOpaBJICHHE  H3MCHCHHAMH KOH(bHpraLIHI/I
HHCl)OpMaHHOHHOfI CHCTEMBI W CHCTCMBI 3alllMTHI II€PCOHAJIBHBIX OAHHBIX, aHaJIH3 IIOTCHOHAILHOTO

BO3JCHCTBHUSA TNIAHUPYEMBIX u3MeHeHu# Ha o0ecreuenne 0e30IacHOCTH NEPCOHANBHBIX NAaHHEBIX, a TAKXKE
AJAOKYMEHTHPOBAHHE 3THX H3MCHCHHI.
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= MMEET JIOCTYII K CPEeJICTBAM 3alllUThl HHPOPMAIKH U IPOTOKOIHPOBAHMS U K YACTH KITFOUEBBIX
anementoB UCTIJTx;

- HE MMEET IpaB JOCTyNa K KOH()UIypHPOBaHHIO TEXHHYECKHX CPEICTB CETH 3a MCKITIOUCHHEM
KOHTPOJIBHBIX (HHCIIEKIIHOHHBIX ).

AIMUHHCTpATOp 0E30IaCHOCTH YIIOJIHOMOYEH:

- PeaNu30BEIBATE MOJIUTUKH Oe3omacHocTu B yacTd HacTpoiiku CK3U, MexceTeBEIX 3KpaHOB
cucreM OOHApYXEHHS aTakK, B COOTBETCTBHH C KOTOPHIMH IIOJH30BATElIb (Oneparop APM) nonygaer
BO3MOJKHOCTB pabotaTh ¢ 3ementamu UCIT/Ix;

- OCYIIECTBIIATE AyAUT CPEICTB 3aLIHThI,

- YCTaHABIIMBATL JIOBEPUTEJIbHBIC OTHOIICHHS CBOCH 3alMIIEHHOM CETH C CETAMH JPYTHX
YupexIeHu.

8.3 OnepaTop APM

Onepatrop APM — cotpynuuk Yupexienus, ocymectsiusoumii o6paborky I1JIx. Obpabotka
[[Tn BxmovaeT: BO3MOXKHOCTH mpocMorpa IIJIa, BBox Il B UCI1H, xoppektuposka I1/H,
(popMupoBaHEE CIPABOK W OTYETOB 110 HH(OPMALHH, nonydesnoit u3 MUCIIIH. Onepatop He mmeer
TIOTHOMOYHH [JIs yIPABJICHHs IOACHCTeMaMu 00paboTku gannbx 1 C3I1/TH.

Oneparop UCII/In obnanaeT cieyroummM YpoBHEM JOCTYIIA H 3HAHMIL:

- o0najaer BceMH HEOGXOMMMEIME aTpuGyTamyu (HampuMep, mapoieM), OOeCTICUHBAONIHME
JOCTYIl K HEKOTOpPOMY noamuoxkecTsy [1/1H;

- MOKET HCMOIb30BaTh KOH(QHICHIMANBHEIE JaHHBIE, K KOTOPHIM HMEeT JOCTYI, JUIs
BEIITOJTHEHHS CITYKeOHBIX 00sA3aHHOCTEH.,
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9 TpeboBaHusi K mepcoHasty mo odecnedenuio 3amurebl II{H

Bee corpynuuku Yupexmenus, spisompecs nonab3oparensmua MCITIH, 1omKHB! Y€TKO 3HATH U
CTPOTO BBIIOJIHATH YCTAHOBJICHHBIE NMPABHJIA H OOSI3aHHOCTH 110 HOCTYIY K 3allMINaeMbiM O0BEKTaM H
COOJIIOIEHHIO IPUHATOrO peskuma GezornacHoct [1/1H.

[Ipy BCTYyIUNIEHMH B [JOJDKHOCTH HOBOIO COTPYAHHMKA HEMOCPEICTBEHHBIM HAYaTbHHUK
TN0Jpas/ieNieHnss, B KOTOPOE OH MOCTyIaeT, 00s3aH OpraHH30BaTh €ro O3HAKOMIIEHHE C JOJDKHOCTHOMH
HHCTPYKIHEH ¥ HeOOXOMMMBIME JTOKYMEHTAMH, periaMeHTHpYIomuME Tpebosanus 1o samqute [1/1H, a
Takke OOyuYeHME HABBIKAM BBINOJHEHHS MNPOLEAYp, HEOOXOMHUMBIX [Uli CAHKIHOHMPOBAHHOTO
ucnonp3oBanus UCITIH.

CoTpyaHuK MO/DKEH OBITH O3HAKOMJIEH CO CBEACHHAMH HacTOSAmeH IIOMHTHKM, NPHHATHIX
npouenyp pabots ¢ anementamu UCITx u C3I1/1H.

Cotpynauks YUpeKIeHHs, UCIOIb3YIOMMEe TEXHUUESCKUE CPEACTBA AyTEHTH(UKAIMY, MOJKHEI
o0ecreunBaTh COXPAHHOCTh HASHTH()UKATOPOB (IEKTPOHHBIX Kmodel) u He pomyckars HCJI k nuM, a
TAK K& BO3MOXHOCTH HMX YyTepHd WM WCIONL30BAHHS TPeTEHMMH JunaMu. [lonw3oBaTtenu HecyT
MIePCOHANBHYIO OTBETCTBEHHOCTD 3a COXPAHHOCTh UIEHTU(PHUKATOPOB.

Corpyaauku YdpekaeHus JIOJUKHBI cienoBaTb VHCTpyKIMH IO OpraHMsaldM IapoJibHOH
3aIIHTEL

Corpynuuku  YupexXIeHHs IODKHBI BBHITOMHATE TpeOoBaHus VHCTPYKIMH IIOJIB30BATeIs
UCIIE.

[Ipu pabore ¢ II[In B MCII/In coTpyanuku YupexacHHs 00f3aHBI 00ECHEYHTH OTCYTCTBHE
BO3MOKHOCTH 1pocMoTpa [IJ1H TpeTbuMu THIiaMu ¢ MOHUTOPOB APM.

CoTpynHUKH Y4UpexAeHHs TOJKHBI ObITh MPOUH()OPMUPOBAHEI 00 yrpo3ax HapyIIEHUs pexuma
OezonacHoctu IIJ[H u oTBercTBEeHHOCTH 3a ero HapymeHue. OHH JOKHBI OBITH O3HAKOMJIEHBI C
YTBePKICHHOH (hopMmanbHOI mponenypoil HATOMKEHHs TUCHHIUIHHAPHBIX B3BICKAHUM Ha COTPYIHHKOB,
KOTOpEIE HAPYIIHIHM NPHHATEIE IOJUTUKY U Ipouenypsl 6ezonacHocTty [1/1H.

Cotrpynuuku o0s3annl  0e3 mnpomemieHus coodmark o000 BceX HaOMOAaeMBIX WM
11003pUTeNbHBIX cnydasx pabotel MCILTu, Mmorymux mosneds 3a coboif yrpossl 6e3onmacHoctu [1/1H, a
TAaK)X€ O BBIABICHHBIX MMM COOBITHAX, 3arparuBaromux OeszonmacHocte [IJ[H, pykoBoxacTBy
[I0ipas3/ieNIeHus M JIMILY, OTBEYAIOIIEMY 3a HEMEUIEHHOE pearnpoBaHue Ha yrpo3sl 6e3omnacHocTy 11/1H.

9.1 MomxHOCTHBIE 00sI3aHHOCTH NoJib3oBaTeseii UCIIIx

HomxHocTHBIE 00s13aHHOCTH noab3oBareneii ICII/IH onucansl B CIEAYIOMMX JOKYMEHTAX:
- MHCTpyKIMs OTBETCTBEHHOrO 3a o0ecreueHre 0e30MacHOCTH EPCOHAIBHEIX JaHHEIX;
- Urcrpykuus anvunanctparopa oesonacaocta UCITH;

- MHcrpykuus nons3osaresns UCITTx.



